MessageScreen Attachment Filtering Policies
For security purposes, many file attachments are not permitted in ARSNet messaging system due to the risk of viruses, worms, trojans and other security risks.  The ARS attachment filtering policies are based upon departmental requirements, US-CERT and NIST recommendations and industry best practices.   
The filtering policies attempt to balance usability with system security.  In the formulation of policies, consideration is given to the following factors:

· How often is the file type used in official business?

· What is the risk presented by this type of file?
· Is this file type actively exploited by malware in the wild?

Depending upon these factors, the following actions are taken with each type of attachment:

· Delete Email – The entire message is deleted.  These file types that are commonly and actively used in malware attacks and are not or should not be frequently sent via email  for business reasons.
· Quarantine Attachment – The attachment is removed from the message and placed in the Inbound Attachment Quarantine.  The message, without attachment, is delivered to the recipient.  The recipient is unable to access the attachment until it has been examined and released by an administrator.
· Park Attachment – The attachment is removed from the message and stored on the MessageScreen server.  The message, without attachment, is delivered to the recipient.  The recipient can download the attachment from the MessageScreen server if desired.
· Pass Attachment – Permit the message and attachment to be delivered to the recipient.
User Notification Policy:  

The type of sender or recipient notification depends upon the action taken with a message type.  

· Delete Email – When a virus is detected in a message or when a prohibited file type is encountered, the system is configured to delete the incoming message and does not generate any notification to the sender or recipient(s) listed in the message header.  Nearly all viruses in the wild in recent years forge the From: address and are being sent to recipients pulled from addresses the virus is able to locate on the infected PC.  Therefore, generating notifications to the sender or recipient(s) rarely serves a useful purpose and would only result in further amplifying the system loads generated by a virus attack.
· Quarantine Email – When an attachment is quarantined, the text below is added to the beginning of the message body:
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An administrator must log into the MessageScreen Administrator Quarantine and release the quarantined file before a user can download the file.
· Park Attachment – When an attachment is parked, the text below is added to the beginning of the message body:
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Parked attachments may be accessed directly by the recipient and do not require administrator action.
· Virus Scan Failure – When the anti-virus scanning software is unable to scan a message or attachment, it results in the scanner generating an error.  When this situation is encountered, the attachment(s) will be quarantined.  The message, without the attachment(s) will be processed and delivered to the recipient with the following text will be inserted into the top of the message body:
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Inbound Attachment Actions by File Type
	Attachment Type
	Attachment Disposition

	Archive File
	Park File

	Audio File
	Pass File

	Compressed Archive
	Quarantine File

	Document - Database
	Pass File

	Document - Framemaker
	Pass File

	Document - Microsoft Office/Works
	Pass File

	Document - Other
	Pass File

	Document - Pagemaker
	Pass File

	Document - Portable Document Format (PDF)
	Pass File

	Document - Postscript
	Pass File

	Document - Spreadsheet
	Pass File

	Document - Visio Drawing
	Pass File

	Document - Word Processor
	Pass File

	Executable
	Delete Email

	Font
	Pass File

	Image File
	Pass File

	Macro/Script File
	Pass File

	Other
	Pass File

	Package File
	Quarantine File

	Video File
	Park File


*The MIME type is generated by the sending email client or system and is an instruction for the receiving mail server on how to decode the attachment. The MIME type usually cannot be changed by simply changing the extension of a file name, for instance changing the file foobar.exe to foobar.xxx will usually still result in a MIME type of Executable.
More information on MIME types can be found at: http://www.iana.org/assignments/media-types/
Inbound Attachment Actions by File Name
	Filename
	File Disposition

	*.ADE
	Delete Email

	*.ADP
	Delete Email

	*.ANI
	Quarantine File

	*.b64
	Quarantine File

	*.BAS
	Delete Email

	*.BAT
	Delete Email

	*.bqx
	Quarantine File

	*.CHM
	Delete Email

	*.CMD
	Delete Email

	*.COM
	Delete Email

	*.CPL
	Delete Email

	*.CRT
	Delete Email

	*.DLL
	Quarantine File

	*.EXE
	Delete Email

	*.gz
	Pass File

	*.HLP
	Delete Email

	*.hqx
	Quarantine File

	*.HTA
	Quarantine File

	*.INF
	Delete Email

	*.INS
	Delete Email

	*.ISP
	Delete Email

	*.JS
	Delete Email

	*.JSE
	Delete Email

	*.kmz
	Pass File

	*.LNK
	Delete Email

	*.MDB
	Quarantine File

	*.mm
	Quarantine File

	*.mp3
	Park File

	*.MSC
	Quarantine File

	*.MSI
	Quarantine File

	*.MSP
	Quarantine File

	*.MST
	Delete Email

	*.OCX
	Delete Email

	*.PCD
	Quarantine File

	*.PIF
	Delete Email

	*.rar
	Quarantine File

	*.REG
	Quarantine File

	*.SCR
	Delete Email

	*.SCT
	Delete Email

	*.SHB
	Delete Email

	*.SHS
	Delete Email

	*.SYS
	Delete Email

	*.URL
	Delete Email

	*.uu
	Quarantine File

	*.VB
	Delete Email

	*.VBE
	Delete Email

	*.VBS
	Delete Email

	*.VCF
	Pass File

	*.wma
	Park File

	*.wmf
	Delete Email

	*.wmz
	Pass File

	*.WSC
	Delete Email

	*.WSF
	Delete Email

	*.wsh
	Delete Email

	*.xxe
	Quarantine File

	*.{*
	Delete Email


Inbound Attachment Actions by File Size
	Action
	Size (MB) >=

	Delete File
	100

	Park File
	10

	Pass File
	0


Outbound Attachment Actions by File Size

	Action
	Size (MB) >=

	Delete File
	100

	Park File
	25

	Pass File
	0


Virus Scanning Policy Inbound
	Virus Scanning Result
	Action

	Virus Detected
	Delete Email

	Virus Scanning Error
	Quarantine File


Virus Scanning Policy Outbound

	Virus Scanning Result
	Action

	Virus Detected
	Delete Email

	Virus Scanning Error
	Pass File


Document Version Control

	Version Number
	Date
	Author
	Notes

	1.0
	4/10/2007
	Butler
	Created.

	1.1
	12/13/2007
	Butler
	Added quarantine action for .MDB files IAW US-CERT Advisory VU#176380

	
	
	
	

	
	
	
	

	
	
	
	


This email contained an attached file "<file name inserted here>" that was Parked by MessageScreen(tm) Email Firewall. You may retrieve it at http://<unique URL for the attachment inserted>





The file(s) attached to this message have been quarantined as a precaution because the virus scanner was unable to scan the file(s).





To obtain access to the file, please contact your local computer support staff or the ARS-OCIO Help Desk at helpdesk@ars.usda.gov.


---------------------------------------





This email contained an attached file "<file name inserted here>" that was Parked by MessageScreen(tm) Email Firewall. You may retrieve it at http://<unique URL for the attachment inserted>





As a security precaution, attachments of this type are removed from messages and placed in quarantine and must be released by an administrator.  





If this attachment is valid and needed, or if you have questions regarding email attachment handling, please contact your local computer support staff, Area Help Desk, or the ARS OCIO Service Desk at helpdesk@ars.usda.gov


---------------------------------------





This email contained an attached file "<file name inserted here>" that was Parked by MessageScreen(tm) Email Firewall. You may retrieve it at http://<unique URL for the attachment inserted>





As a security precaution, attachments of this type are removed from messages.  If this attachment is valid and needed, you may click the link above and save the file to your computer.





If you have questions regarding email attachment handling, please contact your local computer support staff, Area Help Desk, or the ARS OCIO Service Desk at helpdesk@ars.usda.gov.


---------------------------------------
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